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The toolkit is funded by HSBC's philanthropic Climate Solutions Partnership (CSP). The
CSP is a philanthropic collaboration between HSBC, WWF and WRI with a global network of
local partners, aiming to scale up innovative nature-based solutions and support the transition
of the energy sector in Asia to renewables, by combining our resources, knowledge, and
insight. WWF UK is leading the development of this toolkit in collaboration with Themis.

After June 2025, the ECFT has secured support for an additional 3 years.


https://www.wwf.org.uk/who-we-are/who-we-work-with/hsbc

Environmental Crimes Financial Toolkit

WHAT IS THE TOOLKIT?

The Environmental Crimes

Financial Toolkit (or simply the
“Toolkit"”) is an open access
digital platform that assists
Financial Institutions (FIs) in
monitoring and managing the
risks related to environmental
crimes, and their links to
financial crimes and human
rights violations.
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https://wearethemis.com/uk/environmental-crimes-financial-toolkit/
https://wearethemis.com/uk/environmental-crimes-financial-toolkit/

Figure 1: Market size of environmental crimes (sources: TRACIT; FATF)
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WHY DO WE NEED THE TOOLKIT?

Environmental crimes have a staggering impact, costing society between US$110 and $281
Cé)) billion annually. This figure is estimated to grow every year 2 to 3 times faster than the global
economy (5-7%).

Environmental and financial crimes often converge. Our reports on land conversion and IWT
shows how environmental crimes (Such as IWT, IM, deforestation...) often converge with financial
crimes (tax evasion, fraud, bribery, corruption, money laundering...) and human rights violations.

FIs face heightened exposure due to providing capital, credit and other financial and banking
services to clients in high-deforestation-and-land-conversion-risk commodities (such as cattle, soy,
palm oil, timber, and minerals) and to high-risk sectors for IWT and IM.

The regulatory landscape is changing, and fast, with new rules on deforestation, trade,
biodiversity loss, and human rights violations tied to land conversion and global supply chains
(EUDR, UKDD...)



https://www.wwf.org.uk/our-reports/financial-crimes-and-land-conversion-uncovering-risk-financial-institutions-full-report
https://www.wwf.org.uk/our-reports/dissecting-environmental-financial-crime-nexus-spotlight-illegal-wildlife-trade
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PHASE 1- THE PILOT

N GOAL

Building a working proof of concept for the platform, based on needs and feedbacks from Fls

THEMATIC FOCUS

Deforestation & Land Conversion - Highlight how and why this is relevant for financial sector




FINANCIAL CRIMES AND LAND
CONVERSION: UNCOVERING RISK
FOR FINANCIAL INSTITUTIONS

BROUGHT TO YOU BY THEMIS AND WWF-UK

THEMIS 2287 i N
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This report highlights the increasing intersectionality of environmental
crimes linked to deforestation and land conversion, with financial crimes
(including bribery, corruption, forgery, money laundering, tax evasion, and
fraud) and other predicate crimes (such as human rights violations, as
well as human, drugs, and wildlife trafficking)

There are plenty of real-world case-studies, showing how crime
convergence looks like in practice

The report includes results from a survey of 644 financial services
professionals from across 17 countries. Over 60% of financial services
professionals surveyed said that a land conversion risk policy was
either non-existent (45.7%) or not yet developed or in place (18.6%) in
their firm.



GLOBAL REPORT ON FINANCIAL CRIMES AND LAND CONVERSION

The global report is available in English, and in 6 more languages.

DELITOS FINANCIEROS Y CONVERSION
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APPORTE A VDUS PAR THEMIS ET WWF-UK

(9
THEMIS



https://www.wwf.org.uk/our-reports/financial-crimes-and-land-conversion-uncovering-risk-financial-institutions-full-report

WHO ARE WE ENGAGING WITH IN THE FINANCIAL SECTOR? ﬁ

Financial Service Task Force
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WHO ELSE ARE WE ENGAGING WITH?

WWF

ﬁ@ﬁ Fbreign, Commonwealth
wildlife & Development Office
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BEYOND CONSERVATION:

Environmental crime significantly undermines the
Global Biodiversity Framework (GBF) by directly
threatening the ecosystems and species it aims to
protect - but that is not all. Crimes against nature not
gverge hava av of financia mes_ b
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Official launch of the

Toolkit at Casa Britanica on
30/10/2024

Official “blue zone’ side
event on 27/10/2024
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WHAT KIND OF RESOURCES ARE INCLUDED IN THE TOOLKIT? @

Reports, publications & Strategic policies & Country & commodity risk
links to external resources frameworks assessment

&
o

@

Global voices from the
ground (videos, podcasts...)
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RISK ASSESSMENT

Risk Map Table

Country name Commodity

Argentina Cattle

¢
<

The risk assessment table below summarises the key risk areas for the commodity and country selected. These risks are broken down into financizl and predicate crimes, human rights abuses, and rule of law. They are presented in red to denote high risk, amber to denote medium risk, and grey where no specific intersection between the commodity, country and crime risk in question has
been found. Risks have been assessed both on specific evidence of the intersection of that country, commodity and crime type, and onwider national context, across different stages of the supply chain.

Argentina, Cattle
Stage of supply chain You have selected Corruption and Bribery and Supply of machinery and / or equipment
Result Shows:
Types of financial crime Procurement of permits Supply of machinery and / or equipment Primary commedity production No specific intersection identified but there is 2 medium risk of corruption mare generally in the country.
In Transparency International's 2023 Corruption Perceptions Index (1), Argentina scored 38/100, ranking 98/180.
Corruption and bribery I . . . . )
Inthe 2022 WB-WGI Control of Corruption index (23), Argentina scored -0.45 (where -2.5 is the minimum and +2.5 is

Fraud k

Maoney laundering

the maximum, indicating a better governance and thus lower levels of corruption), corresponding to 36.3 percentile rank
[where Ois the lowest rank and 100 is the highest). In other words, an estimated 36.33% of the countries rate worse than
this country.

Sanctions evasion

Terrorist and conflict financing
Tax evasion
orced labour
Human trafficking
Child lzbour
Ervironmental crime
Dirug trafficking
Organised crime

rumenrigns _

Rule of lzwindex

Risk legend:

Mo specific intersection identified Medium risk . High risk



RISK ASSESSMENT & CASE STUDY REPOSITORY &

WWF

@\ GEOGRAPHIC COVERAGE: 34 counTRIES ACROSS 3 MAacRo-Resions — SECTORAL COVERAGE:

CATTLE
TIMBER

Soy

PALM 0IL
Cocoa
COFFEE
RUBBER

IWT

LLICIT MINING

CRIME COVERAGE: CORRUPTION & BRIBERY, FRAUD, MONEY LAUNDERING, TAX EVASION, SANCTIONS EVASION, ENVIRONMENTAL CRIME, DRUGS

TRAFFICKING, ORGANISED CRIME, HUMAN TRAFFICKING, CHILD LABOUR & FORCED LABOUR, TERRORIST AND CONFLICT FINANCING.



RISK ASSESSMENT METHODOLOGY

Country: Cote d'lvoire
Commodity: Timber
Intersection: Corruption and bribery

Specific
Index shows a intersection
wider risk of identified
corruption. through desk-

based research.

v ¥

According to a report by the Institute for
Security Studies (8), corruption and
system weaknesses facilitate unlawful
logging in areas designated for timber
extraction, most of which are also cocoa-

producing areas. In Transparency
International’s 2023 Corruption
Perceptions Index (21), Cote d’lvoire
scored 40/100, ranking 87/180.

Country: Cote d’lvoire
Commodity: Cattle
Intersection: Human trafficking

Risk of human

No specific
- P ; trafficking
intersection dentified i
identified in
identified ot
country’s
during desk- ) IZ I
agricultura
based research. &
sector.

v v

While no specific intersection identified,
according to the US Department of
State’s Trafficking Report (11),
perpetrators of human trafficking (which
include transient merchants, herders and
non-state armed groups) are known to
exploit children in forced labour in
agriculture more generally.

Country: Cote d'lvoire
Commodity: Soy

Intersection: Sanctions Evasion

No specific
intersection
identified
during desk-

based research.

+

No wider
sectoral or
country-wide
risk identified.

v

No specific intersection identified
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PHASE 2 - AMPLIFICATION & SCOPE EXPANSION

GOAL
X  Cover other important categories of environmental crime and amplify our impact

ﬁ THEMATIC FOCUS
lllegal Wildlife Trade and lllicit Mining
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NEW REPORT & RESOURCES FOR THE FINANCIAL SECTOR

Monday 3 March 2025, 9am-12:30pm
Deutsche Bank, 21 Moorfields, London, EC2Y 9DB

Join us on World Wildlife Day for the launch of our lllegal
Wildlife Trade Report, part of our Environmental Crimes
Financial Toolkit. Created to support the financial sector,

these resources can help you manage risk and exposure
to environmental and financial crimes.

Co-created by WWF and Themis, with support from the Climate Solution Partnership, a
philanthropic collaboration between HSBC, WWF and WRI. Deutsche Bank is an accessible
venue. Please let us know when registering if you have additional requirements.

anc B WWET Registered Trademark of Wi, winy
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NEW REPORT ON IWT & FINANCIAL CRIMES

This report focuses on the convergence
r between lllegal Wildlife Trade (IWT) and
J financial crimes, which undermines global

sustainability and conservation efforts.

It has been written for Fls, leveraging
information from an original survey. It dissects
the complexity of the IWT and financial crime
nexus, by analysing evidence, perceptions
and risks for the financial sector

Led by WWF and Themis, this work benefits from a
series of real-world case studies from guest
contributors, with global experts and organisations
working at the frontline sharing unique insights
and potential solutions.

THEMIS


https://www.wwf.org.uk/our-reports/dissecting-environmental-financial-crime-nexus-spotlight-illegal-wildlife-trade

RISK & EXPOSURE FOR Fls

Three main types of risks: Regulatory & Legal risk Reputational risk Operational Risk
Direct & indirect exposure to Overarching risk: According to WEF, US$44
A high-risk sectors & activities ’ trillion of economic value globally relies on

nature and its services.

IWT Converges with predicate crimes such as:
« Money laundering

« Fraud
« Corruption and bribery
._E: - Tax evasion
u « Sanctions

« Terrorist and conflict financing
« Other environmental crimes

« Serious organised crime

« Drug trafficking

« Human rights violations v
5 THEMIS




Proportion of financial
institutions involved
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RECOGNISING RISK "
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Figure 12: High-risk IWT transit ports and countries as perceived by financial institutions
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RECOGNISING RISK

Seizure records
= 10,000-380,000
= 3,000-10,000
1-3,000

No data




Figure 23: Impact of screening on financial

RESPONDING TO RISK D

of m Respondents that screen for IWT risks
responses

Proportion of = Respondents that do not screen for IWT risks
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for risks training policies  relations SAR/STR 0%
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to the illegal wildlife trade



RESPONDING TO RISK

Figure 28: Helpful external initiatives for addressing IWT as nominated by financial institutions

Proportion of respondents Respondents across the board found that
identifying inftiatives as guidance from their FIU or regulator was the
helpful

most wuseful tool for assisting their
organisation in  addressing IWT  risks,
demonstrating the critical role that these
bodies play in shaping domestic readiness
to tackle environmental crimes. Similarly,
industry working groups were listed as a
prominent helpful source of guidance, which
potentially reflects their status as trusted
organisations composed of Fls themselves,
that therefore understand the specific risks,
pressures, constraints and motivators felt by
the industry. Fewer respondents nominated
NGO and think tank reports as helpful
sources, which may suggest that existing
Guidance Industry Bestpraciice Public-  NGO/think resources are insufficiently tailored to Fis’
f_rl:rmtlje working g_uidance_* from  private tank reports perspectives or needs, or that they are not
mft'glﬁggfée groups ;':;ﬂ:igﬁgﬁ's par?ﬁgggipa properly circulated within Fl circles.

unit or
requlator

60%




IMPACT & OUTREACH &

+5900

+15k

24

+200

Unique users accessing the Toolkit platform*

Pageviews*

1-2-1 demos and tutorials with Fis & professionals in 2024
Attendees to our events & workshops in 2024

FIs have provided public statements in support of the toolkit



THE TOOLKIT IN THE PRESS

The toolkit has been featured in articles by Commercial Risk, Fintech Finance News, The
Fintech Times, Mongabay, ESG Investor, Business Green and more - and it's all good press!

© (f MONGABAY Fosures Videos Poddaits Specs Arices Shorts ¢ a =
Commercial Risk WWEF gives banks a tool to see if they're financing
A RokMiugement Inwmncew Risk Speciky~ Regomsw CREurope  CRAsia Gl envi ental crime

Climate Solutions Partnership

WWE toolkit launched to root out

environmental crime

© Adrise Ladbury o 5.

ew toolkit to help financial institutions reduce exposun

ancial Toolkt will suppor

HSBC Holdings plc =
Annual Report and
Accounts 2024

Our five-year Climate Solutions Partnership with
the World Resources Institute, WWWF and over
50 local partners, continues to support nature-
based solutions and energy transition in Asia.

Since 2020, $105m in funding has been
deployed to our NGO partners. The energy
programmes have engaged companies across
Asia to help set new standards in climate
commitments for their industries and mobilised
finance to support the uptake of renewables.
The nature programlmmes supported the Asia
Sustainable Palm Qil Links programme, focused
on promoting sustainable palm oil production,

E(?hpelli) ﬁN:;Alll‘cﬂlfa‘i\’F toolkit consumption and trade across Asia, and the
institutions reduce ) Th e too | k It h as b een Ef;;f;;ﬁfﬁifEﬂiﬁfﬁﬁfﬁ:ﬁ;?lCh
exposure to New Platform Screens Against . readiness
environmental crime Environmental Crime a | SO fe ature d N H S B C’S '

. By ESG Investor o Through this partnership, we also launched an
®. open-accass Environmental Crimes Financial

A new toolkit developed by environmental charity World Wide Fund for Nature
(WWF) and financial crime software company Themis aims to minimise
financial institutions' exposure to environmental financial crime. Launched at
COP16, the Environmental Crime Financial Toolkit is an open access platform
that seeks to equip firms to detect and menitor illicit activity related to land
conversion and deforestation by highlighting red flags and risks connected
with different types of envirenmental and financial crimes. Designed to be
integrated with existing systems, the platform aims to help financial

annual report for 2024,

F&alkit to help financial institutions detect and
monitor activities related to environmental and
financial crimes. The first set of tools focuses on
commuodity-driven deforestation and land
conversion.


https://www.commercialriskonline.com/wwf-toolkit-launched-to-root-out-environmental-crime/#:~:text=%E2%80%9CDespite%20environmental%20crime%20being%20the,land%20conversion%2Drelated%20financial%20crimes
https://ffnews.com/newsarticle/sustainability/wwf-and-themis-launch-new-toolkit-to-help-financial-institutions-reduce-exposure-to-environmental-crime/
https://thefintechtimes.com/wwf-unveils-environmental-crime-financial-toolkit-to-help-fis-manage-environment-related-risks/
https://thefintechtimes.com/wwf-unveils-environmental-crime-financial-toolkit-to-help-fis-manage-environment-related-risks/
https://news.mongabay.com/short-article/wwf-gives-banks-a-tool-to-see-if-theyre-financing-environmental-crime/
https://www.esginvestor.net/live/new-platform-screens-against-environmental-crime/
https://www.businessgreen.com/news/4374590/cop16-wwf-toolkit-help-financial-institutions-reduce-exposure-environmental-crime
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwig7-aA2ZGMAxW8VEEAHUh3AEQQFnoECBkQAQ&url=https%3A%2F%2Fwww.hsbc.com%2F-%2Ffiles%2Fhsbc%2Finvestors%2Fhsbc-results%2F2024%2Fannual%2Fpdfs%2Fhsbc-holdings-plc%2F250219-annual-report-and-accounts-2024.pdf&usg=AOvVaw1s8ALoKx156urlRbdxr74u&opi=89978449

THE TOOLKIT TIMELINE: NEXT STEPS

* JAN: 1:1 demo with

FSTF members & other + MAR: London & UK * MAY: Annual Update of
FI's to gather feedback based event. Risk Assessment * SEPT: Regional workshops
on toolkit to improve * Release of IWNT * 5 MAY: Technical : & localisation strategy
user experience for report on World Workshop with Fls : » The Cambridge
phase 2 wildlife Day (3rd * 13-14 MAY: ACAMS the International Symposium * 10-21 NOV: COP30
* 15 JAN: Present at the March) Assembly - Europe : on Economic Crime. in Brazil for release
Follow the Money - Key stakeholder * 8 MAY: ICA Future of : + 23-25 SEPT: New York of updated toolkit
working Group. workshop FinCrime & Compliance. : Climate Week platform
* FEB: Development * APR: Risk * JUN: Case study : » AUG: Scoping for * 9-15 OCT: IUCN
of IWT report and Assessment on IWT database expanded. 5 new report and new World Conservation
collection of and lllicit mining * Phase 2 of the : functionalities Congress.
contributions. developed toolkit concluded. : * Increased regional
» Workshops in * Annual Financial : engagement &
Indonesia, China Crime Conference. localisation
and Hong Kong = 26 JUN: ICA : strategy
- 28-30 APR: ACAMS Compliance awards
the Assembly - Europe 2025.
Hollywood * 21-29 JUN: London
Climate Week.

* Release of the 3
report with a focus
on illicit mining



WHAT’S HAPPENING IN 2025? Events

= COP30 WWE
= London event on International Wildlife Day to

Reports bring together Fls, regulators, NGOs and experts
Development and release of 2 new reportson:  to hear feedback on the toolkit and release of

= |WT report, released on March the 3rd IWT report.

= [lllicit Mining (IM) - release date: June = Technical workshop with Financial Institutions to

deep dive into the tools that are available.
= Event at London Climate Week 2025.
= Session at IUCN World Congress 2025

Contributions confirmed so far from:
=  FINTRAC
=  TRAFFIC
= UfW/SAMLIT
= FACT Coalition
= Transparency International
= Rainforest Foundation Norway

Platform updates

= Regular update of Risk Assessment and
expansion of scope to include IWT and IM.

= The case study database will increase from 160
to 400 case studies, with a new search function
to enhance user experience.

= Increased fundraising efforts to build a wider
consortium of donors, partners & supporters.

= Amazon Conservation

= Global Witness

= |nstitute for International Affairs (IAl)/ESA
= WJC, WRI, WWF Brazil & more ...


https://www.wwf.org.uk/our-reports/dissecting-environmental-financial-crime-nexus-spotlight-illegal-wildlife-trade
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https://youtu.be/6IEsSL5oDDI
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